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Abstract 

Ṱᶎ ₁ᴑỌ  kernel-mode Ẻ  (KMDF) , KMDF  

Windows  ṻ, Ẻ (Windows Driver Foundation, WDF) ᴋ Ṱ. 

WDF ᴋ Ẻ . Ử KMDF ᶍ ḟ  kernel-model 

Ẻ. Ṱᶎ ᴑ KMDF ᶰᵷ′⁮ ẺḄᶰṊ KMDF ₃

. 

⁮ Ḅᶰ ṇẚᴠ ἢ   : 

 Microsoft Windows VistaÊ 
 Microsoft Windows Server®  2003 
 Microsoft Windows XP 
 Microsoft Windows 2000 
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ᵟ 

Kernel-mode Ẻ  (KMDF) ᴋ ᶈ Ẻ Ẻ , ᶴ ₁

ᴑ C ‖ Ẻᵟ  (device driver interface DDI) ỬᶪḄᶰ ṇ₃ Ṙ

Microsoft®  Windows®  2000 ↕ᶰ Ḵ Ẻ. Ḵ ᴢ, ᴋ

Ẻ Ḅᶰ ề ṇ Ẻ. KMDF ἢᴑ Ẻ

₃Ỵᴋ Ẻ  requirements. Ẻἳṇ ╖ Ṭ ◕, ᶽ callbacks 

⁭Ṭ ₃ Ẻ , ⁪ᶪ Ḅᶰ᷅Ὕ ṇ ṇ Ẻ

. 

KMDF ₁ᴑᴋ ᾃ ╖ Ṭ ↕ ṬṆ∏ ↕ ₯. Ṭ

ᶰ Ẻ  parent/child ₃ . Ẻ Ṋ KMDF ₃ ᵂ℗

ᶶḴ„ Ẻ₃ . 

Ṱᶎ ₁ᴑᴋ  KMDF ◕ ᴢ ᵟ, ᷀ᴑ KMDF Ẻ ῏. 

Ṱᶎ ἣỌ Ḵ  Windows ἢ   ᶰᵷ I/O . 

Window Ẻ  (Windows Driver Foundataion, WDF) ᴨ᷅Ὕᴑ user-mode 

Ẻ  (user-mode driver framework, UMDF). ┼ ᵌ ᵍ , ἅ 

Ắ℗(DMA), ◙ ₥ᶴ kernel-model  ₂ẫ: nonpaged pool memory, 

′ ἣ ừ ᴋ  user-model Ẻ, Ử  kernel-model. ἣḄᶰẚ

ᴋ ᵍ  ñIntroduction to the WDF User-Mode Driver Framework,ò ᶎ ᵍᾮ₭

.  

KMDF ᶍ  

KMDF Ḵᴢ ṇ₃℗ᶶ Windows Driver Windows Driver Model (WDM). ᴑ 

miniport models ᵐḙ, KMDF ᶍ ᴑᴵ ᵩ  WDM ᶍ ᶰᵷᶍ

ἱ (device classes). Table 1 ṻ᷀ᴑ KMDF ᶍ ṑ. 

 

Table 1. KMDF ᶍ ṑ 

◙  Ắẚ Ẻ   

₯ Ẻ ᶰᵷ 

non-Plug and Play 

Ẻ 

Legacy ᶍ   

IEEE 1394 client 

Ẻ 

ἱ  ḐỌᶍ ′⁮ᵌ Ắẚ ἱ

(Supported for devices that 

do not conform to existing device 
class specifications) 

ISA, PCI, PCMCIA, 
and secure digital (SD) 
devices 

WDM driver ᶍ , ἠ ⱱ′⁮ᵌ ₁ Ẻ 

dispatch functions .  

NDIS protocol drivers WDM upper edge and 
NDIS lower edge 

ᶍ  

NDIS WDM drivers NDIS upper edge and 
WDM lower edge 

ᶍ  

SoftModem drivers  WDM driver with upper-
edge support for TAPI 
interface 

ᶍ  

Storage class drivers 
and filter drivers 

WDM driver ᶍ  
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◙  Ắẚ Ẻ   

Transport driver 
interface (TDI) client 
drivers 

Generic WDM driver ᶍ  

USB client drivers ἱ  ᶍ  

Winsock client drivers WDM driver with a 
callback interface for 
device-specific requests 

ᶍ  

 

Ḑ  WDM Ẻ, ᴋ ₃ , KMDF ᶍ . KMDF ₁ major I/O 

dispatch ₨Ẻ ᴕ ᶰᵷ  I/O request packets (IRPs).  

ᶰᴋ⁮ ₃ , ᶴ ἱᶰᵷ port Ẻᶍ ᴑ dirver dispatch 

functions ᶰᵷⁿṇ callback ᶑẺ, ẖ₭ miniport Ẻ₃  I/O . 

ⱱ ⁮ miniport Ẻ ᶬ  callback Ẻ , ᶴ ṑ ⁪ῡỌ  KMDF ☼ᶍ

. ḏḙ, WMDF ⁪ᵌᶍ ′⁮ⁿṇ Windows image architecture (WIA) . 

KMDF ᵡṬ  

KMDF Ẻ ṻᵀ₤(Windows Driver Kit, WDK) ᴋ Ṱ⁪ Ọᴋ  

header , libraries, sample drivers, ᵀ₤ , public debugging symbols,↕ 

tracing format . ẚ ᴠ, KMDF Ẳףּ ẚWDK Ẳ ṑ ᵍ  WDF ᴷ

ṑ ᵍ. KMDF-based ẺḄᶰ  WDK ᴠ . Table 2 ṻ᷀ᴑ Ẳ

 WDF ᵩ KMDF ᵡṬ  

 

Table 2. KMDF ᵡṬ  

ᵡṬ ⱬ Ἃ   

Header files wdf/inc ṇ₃  KMDF Ẻ ḫ  

Libraries wdf/lib ᷅Ὕᴑ x86, x64 ᶰᵷ Intel Itanium Ẻ  

Sample drivers wdf/src ᴋ Ẻ Ḵ ; ₥ᵍᴵ ᵩ  

WDM Ḵ ᵍ ₃ . 

Tools wdf/bin ᷅Ὕᴑ , ,ᶰᵷẲ Ẻ ᵀ₤ Ẑ. ₥

ᵍ᷅Ὕᴑ redistributable KMDF co-installer, 

WdfCoinstaller nn.dll 

Debugging 
symbols 

wdf/symbols Public symbol database (.pdb) , ⁮

 KMDF libraries ↕ co-installer ἳṇ ⁮ ₃

ᵀἢ ⁿṇ.   

Tracing format 
files 

wdf/tracing Ẻ   KMDF libraries  co-installer

ṇ₃ Ṇ  
 

 

ᴑ ᶑ , KMDF Ἥ ᶑẺ ἩỬᶪ′⁮ ẩ  run-time libraries  

loader ᷅Ὕ  symbols. Ử, Microsoft ⁪ᵌ ₁ checked version  

redistributable co-installer. 
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KMDF Ẻ  

ᴋ  KMDF Ẻ᷅Ὕᴑᴋ  DriverEntry ₨Ẻ. ⸗ᴑ Ẻ ᶰ KMDF 

☼ . KMDF ↑Ḏᴋ ṻ  callback ₨Ẻ, ⁿ Ẻ ẖ

☼ Ṇ ⁭Ṭ◙ ẖ ₥ᶴ Ẻ ᵀ₤₨Ẻ. ᶯ῎ᴋ  KMDF 

Ẻ ḫ Ằᴠ : 

¶ DriverEntry ₨Ẻ Ẻ ᶬ ᴕ . 

¶  Plug and Play manager ẚṻ   ᵍ , ↑Ḏ 

EvtDriverDeviceAdd callback (ẫꞈ ᴋ Ẻᶍ  non-

Plug and Play devices,  ᵌ ↑Ḏ  callback).  

¶  EvtIo* callbacks, , ₃Ỵ ╖Ἅṻᵍ  I/O requests . 
 

Ẻ Ḵᴢ Ṙᴋ ᶰᴢ Ἅṻᶰ ₁ KMDF ⱬ  I/O requests. ᴋ

Ẻ Ṋ ╖ request type  dispatching type ₃ ᶴ☼ Ἅṻ. ιả

,  KMDF I/O .    

ᴋ ,  kernel-mode Ẻᵌảᵌᵿᴨḫ Ọᴢ ₨

Ẻ. KMDF ᵂ ᷅Ὕᴑ Ẻ ᶰᵷ Plug and Play operations, ☼

ᶰ⇔, ẺḴ„ᵌ ḃ , ᴨẕỒ ḃᴑ′⁮ Ẻ . ᴋ

ⁿṇ Ẻ , Ḅᶰ ḃ ảṸẈ ᵀἢ, ₂ẫ Ṛ᷀ᴋ  power IRP 

down ₭ ᵍ. ả , Ẻ ḫ ₁ ả ᷄ , 

Ẻ☼ Ẻ ᴨ ả. 

KMDF  WDM Ẻ ᶚ  

KMDF ẺᶚWDM Ẻι ᵯ↕ι ⱴ ἅ . KMDF 

Ẻ ᵿ Ṹṇ Ẻ ἅ ἢ. Ử ⁮Ṹṇ Ẻ ⱬẚ KMDF 

 framework ᵍ. ⁮ Ẻ ᾃ ỬᶪḄᶰ ṷ ẙι . 

KMDF events ╖ ᶰᵷ , ☼ᶰ KMDF Ẻ Ḵᴢ, 

Ọᶚ ᵿ Ẻ . ᴋ callback routine ἅᴋ ᵀἢ. ẕỒ ⱱ 

WDM Ẻ₃ , KMDF Ẻ Ọ ᵿ Ẻ Ửᶪ ḴᴢῡỌ

◙ ╖. 

ᵐ ẚ WDF ᴢ Ἰᴚ, Microsoft ᵂ ả Ḵ Ẻ ἅWDM ỵ KMDF

, ᴋ ᷅ẚ Windows DDK ᵍᴑ. ῡỌ ḙ , KMDF Ẻ ᶚ ᴻỬᶪ

ᶚ . 

Table 3 ṕᴑᴋ⁮ PCIDRV, Serial ↕ OSRUSBFX2 Ẻ, ẚⁿṇ KMDF 

  

Table 3. WDM-KMDF ⱱ Ḵ Ẻ  

Statistic PCIDRV
1
 Serial

2
 OSRUSBFX2

3
 

WDM KMDF WDM KMDF WDM KMDF 

Ẻ ἅ  13,147 7,271 24,000 17,000 16,350 2,300 

ṇ₃  Plug and Play ↕

Ẻ  (lines) 

7,991 1,795 5,000 2,500 8,700 742 

ⁿṇ Locks ↕

synchronization  

8 3 10 0 9 0 

Plug and Play 

↕  

30 0 53 0 21 0 
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1
 The PCIDRV sample supports the Intel E100B NIC card. The WDM and KMDF versions are functionally 
equivalent. 

2
 The Serial sample supports a serial device. In this case, the WDM sample supports a multiport device, 
but the KMDF sample supports only a single port. However, the statistics for the WDM driver do not 
include code, locks, or variables that are required solely to support multiport devices, so the statistics 
are comparable. 

3
 The OSRUSBFX2 sample supports the USB-FX2 board built by OSR. The WDM and KMDF versions 
are functionally equivalent. The WDM version is available at http://www.osronline.com. 

 

₃, ẺṊ WDM ỵ KMDF ᴵ Ẻ ᵿðᶀ

₥  Plug and Play  ᵩ, ἱ⸗ . Ử KMDF Ḵ Ẻᴨⁿṇ ᵿ  

locks,Ẉ῍ ₯  . 

¶ Ẻ ἅ .. KMDF Ẻ ᵿ Ẻ ἅ ἢ Plug and Play ↕ 

ἢᴢ. ᵿ Ẻ ṕ ἥ ᵿ ↕ ᴻ  

executable image.  

¶ Locks ↕ synchronization ₯. KMDF Ẻᵌᶗᶚ ᴻ, Ửᶪ☼Ọᴟ

 kocks ↕Ẉ῍ ₯ ᵂ ᴋ╖ ἥⁿṇ.  Ὰ , ẕ ḟ

ᴑᴋ ẺṸ ₃ . WDM Ẻⁿṇ lock ₃Ẉ῍ᵯ I/O 

Ἅṻ  Plug and Play ↕ ἢ ⁪ᶪ ₁ lock ₃  I/O 

℗ ἢ. Ử locking Ṇᴋ ◙ιả . ᵀἢ Ḹ

ẙ ἢ. KMDF ẺḄᶰⁿṇ ᵿ  locks ẕ ⁿṇ framework 

ᵂ ₁ᴑ locking ᷄ ᴑ. 

¶ . Plug and Play ↕ ☼

Ẻ ẩ ᶑẺ. ᴋ  WDM ẺṊἢ   ễ Plug and 

Play ↕  requests ᾘề  IRPs, Ẻ ễᴑᴋ  Plug 

and Play ◙  IRP, ḫ ἲ Ὶ╖ṑ ↕  , ⱱ

₣ ₃ἲ ẫἒ ” IRP ῏. Ṋ ᴋ ₃  IRPs, 

Ẻḫ ṘἻ ἅ . , ᴋ  WDM Ẻḫ ᴋ╖

᷅Ὕ , Plug and Play ↕  ṑ . ₂ẫ: 

 WDM PCIDRV Ḵ Ẻ  30 , OSRUSBFX Ḵ

 21 .Ử ᴟ  KMDF Ḵ Ẻᵌ ṭἒ . 

KMDF ᵌ Ỵᵁ ′⁮ , ẕ  framework ᾤ ẩḟ. KMDF 

Framework ἢᴑᴋ ᶺ Ẑᴑ Plug and Play ↕ ἢ

 I/O ἢ. Ọ ᴢ ,ᴋ KMDF Ẻ ₁ᴑ callbacks 

functionḄᶰ ↑Ḏ. ᴋ ₂ᴷ,  ᴋ Ẻᶍ ᴑ Wake-up 

Ḅᶰ ᶽᴋ  callback ₃ arm . KMDF Ḅᶰẚ ↑Ḏ  

callback. , WDM Ẻ ḫ ἲ ᴋ  power management 

IRPs ₃ arm , ⁮ ṇ₃ ′⁮ IPRs.  

Ṭ↕ Ẻ―ἁ 

῎ᴋ Ẻ Ṙᴋ ◙ả Ṭṇ₃ ṕ Ẻ ―ἁẚⱱ  I/O 

requests ↕ ḟ . KMDF ᶍ ᴠ ☼ṻ Ṭ: 

¶ Filter device objects (filter DOs)ᾴ ᴋ  filter  driver ―ἁ. Filter Dos 

◙ ιᾺᴋ ◙ả ṑ  I/O request . Filter DOs ₭ 

Plug and Play ᵍ.   

¶ Functional device objects (FDOs)ᾴ ᴋ  function driver ―ἁ, ᴋ

ᶬ Ẻ. FDOs ₭ Plug and Play ᵍ. 

¶ Physical device objects (PDOs) ᾴ  Bus driver ―ἁ, ṻ ᷀☼Ọᴷ

᷀₃. PDOs ₭ Plug and Play ᵍ. 

http://www.osronline.com/
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¶ Control device objects ᾴ  legacy nonïPlug and Play ◙ ᴋ

₯ᵟ . ᶴ ⁪ᵌ ⱱ Plug and Play ṭἒᴋ Ṱ.  

↕ẚ ᵍ ₥ᶴ Ẻ ừ , ᴋ Ẻ

ẩ ―ἁ. ῎ᴋ  Plug and Play Ḑ Ọ funcion driver ↕ᴋ  bus 

driver, ἠ Ḅ Ọṭ  filter drivers. ẚ Plug and Play ᵍ, ᴋ driver

ᴋ Ử‖  function driver, ἠ Ẉᴋ driver ṻ Ử‖,  bus 

driver. 

ᴋ ₂ᴷ, USB hub driver hub Ḵ„  function driver. ⱱ῎ᴋ Ἁ ẚ′  

hub ᴢ Ử‖, USB hub driver ᶴ  bus driver. ☼ᶰ USB hub driver Ṙᴋ

 FDO  hub, Ṙᴋ  PDO ῎ᴋ Ἁ ẚᴢ USB . 

 

ιả KMDF ᶍ Ọ Ẻ Ṭ , ᾤ ẚᴠᴋ  

Filter Drivers ↕ Filter Device Objects 

ᴋ  filter driver ễᴋ ᶰᴢ  I/O requests. ⁮ requests ṑ ỵḟ . 

ⱱ ἱ  request filter driver ℗ᴑᴋ⁮ ἢ,  request ₭ᴠᴋ ẚ

ᵍ  driver . Filter drivers ⁪ᵌ ẙ ἅ device I/OỬᵂ; ᶴ ιᾺ◙

ᴋ  request ⁿ ḏᴋ  driver Ḅᶰ Ω. ṇ ᷃ /

ἢ ṇ filter driver. 

ᴋ  filter driver ᷃ᴋ  filter DO ₭ Plug and Play device stackᵍ. ḟ

᷃ᴕ  ᵍ , KMDF driver  framework, ḟ ᴋ  filter driver, ☼ᶰ KMDF Ṙ

ᴑᴋ  filter DO ⁪ᶪ ╖ . 

ả  filter driver ῎ᴋ ṑ ỵᶴ request ⁪ᵌ . ᴋ  filter driver Ḅ

 ◙ ḐỌ Ṙ  request. ᴑ ᵯ ἢ filter driver ὢ , KMDF Ḑ

Ọᵩ ᴋ⁮ ╖ request ⁪ᶪᾬ☼Ọ₥ᶴ  request , ₭ᴠᴋ  

device stack. Filter driver Ḽ ᵌ ễ₭ᶴ ,ỬᶪẕỒᵌ ḟ◙

ᾬᶴ ₭₥ᶴ  driver. 

₂ Firefly, Kbfiltr,  Toaster Filter drivers Ṙᴑ filter DOs Ḅ₁ ừ. 

 

KMDF ⁪ᵌᶍ ἣ Ṙ bus filter drivers.  driver ṘἻ ẙ ᵩ ẚᴋ bus 

driver ᴢ ,  Plug and Play manager Ẏ bus driver bus relations ,  bus 

driver Ṙ PDO ⁪ᶪᾬᶴ  device objects ᷃₭ stack ᵍ. 

Function Drivers ↕ Functional Device Objects 

Function drivers ᶬ Ẻ. Function driver Ṋ ἅ I/O ↕

₯₃ ἅ . ẚ Plug and Play device stack ᵍ,  function driver 

ᶰ FDO „Ṱ᷀ . 

ᴑᶍ  function drivers, KMDF ᷅Ὕᴑᴋ  FDO ᵟ ╖ ᴋ ṻ  method, 

events  properties ṇ₃  FDO ├ᵯ ἢ ᴋ ṻ ἢ. ᵟ Ḅᶰⁿ  

driver Ḅᶰ ᴠ ᵀἢ: 

¶ ᶽᴋ  event callbacksⱱᶴ .  
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¶ ℗᷀ ◕. 

¶ ᴋ  registry key. 

¶ ṻ children , ἅ  child devices Ἁṻ.  

☼ᶰ driver Ṙᴋ  device object ,  KMDF Ỵ Ṙᴋ  FDO,  driver 

⸗ḟᵌ Ṙ. 

ẚ ᴠ, function driver ḟףּ device . ẫꞈ

ṑ  device ᶍ  wake-up , function driver Ḵᴢᴨ ╖ ⁭Ṭ 

callbacks ᷄ . ᶰ ᷄ . 

ᴑ KbFiltr ↕ Firefly driver, ☼Ọ ₂ driver Ṙᴋ   FDO.  

Bus Drivers ↕ Physical Device Objects 

Bus driver ᵀἢ function driver ⱱ parent device ṻ ᴋ ᶰᴢ child 

devices. Parent device Ḅ ᴋ  bus ἠᴨḄ ᴋ ả᷄  device ṻ  

children ḟ ᷄ ả  drivers. ẚ Plug and Play device stack ᵍ, bus 

driver ᶰ PDO Ὁ .  

KMDF  ╖ ᴑ methods, events, ↕ properties  PDOs, ᷄ ẫẈ FDOs 

ᴨ ᴋ . ᾤ Ḅᶰⁿṇ PDO interface ἢ, ₃ᾃềᴠ ᵀἢ:  

¶ ᶽ event callbacks.  ḟ  children , Ḅᶰⁿ driver Ḅᶰ ☼

.  

¶ ᶽ ↕ device locking ↕ ejection event callbacks  

¶ ᶽ event callbacks ᶰ ἅ bus-level ᵀἢⁿ  child devices Ḅᶰ ᴋ  

wake signal. 

¶ ╖ Plug and Play ↕ ₂  ID  child devices. 

¶ ╖, ἴ ↕ ejection ╖  child devices.  

¶    child device ᵂ  ejected ◙  surprise-removed. 

¶ ℗᷀◙ Retrieve and update the bus address of a child device. 

¶ ᷀ṑ driver ₯ᴋ  raw device. ( ᴋ  raw device Ḅᶰ  bus 

driver ☼ , ᾃṷᵌ  function driver.)  
 

ẫꞈ ╖ᴋ bus driver, KMDF driver ḫ ẚ Ṙ device object ᵐ , Ṷ↑Ḏ

PDO ├ᵯ method. driver ᷀ᶴḸẚ ᴋ  raw device, ′  KMDF 

ḟ  power policy manager.  

ᴋ  KMDF bus drivers ᶚ  WDM ₃ , ả. KMDF ἣ ᴑ

 PDO . ⁿ  driver Ḑ ẚ ᷃ᴕ ,◙ ,  

KMDFἻḄ. Ửᶪ KMDF ᶍ ᴑ ₣ Ẻ₃ṻ  child devices.  child 

devices ᵿᾺ , ′ ἣ  Ẻ₃  bus driver. Ử  IEEE 

1394 buses  child devices Ḅ Ὰ devices, ⁿṇ Ẻ₃

 bus driver.  

ⱱ bus drivers Ử‖, KMDF ᴑ ảỌ ṻ ᶑ , ᷅Ὕᴑᴠṻ ṑ:  

¶ Reporting children to WDM. 

¶ ₴ Ẑἢ  children. 

¶  children list. 
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ḏᴋᶑ , ẕ  KMDF ᵟ Ṋ drivers Ὅ ῏ , ᴨẕỒᶚ WDM ₁

₯ . 

ẚ ₂ᶑ , kbFiltr, OsrUsbFx2/ EnumSwitches, and Toaster Bus drivers  ₁ᴑ

Ṙ PDO ₂, ₥ᵍ⁪ᶪⁿṇᴑ ᶑּ₃כṻ  child devices.  

Legacy Device Drivers ↕ Control Device Objects 

ᴑ Plug and Play function ẫ bus ↕ filter drivers ᵐḙ, KMDF Ẉ ᴨᶍ ᴑ  

Plug and Play ₯  legacy .  drivers Ṙᴑ control device objects, ⁮

objects ⁪ᵌẮẚⱱ Plug and Play devices stack . 

Plug and Play drivers Ḅᶰⁿṇ control device objects ₃ ἢ ₯ᵟ ₃ Ṙẙ ἢ 

device stack. ṇ ẺḄᶰ ᷀ requests  control device object, Ồ ṭ

ἒẚ stack ᵍ driver ᾑ. Control device object ḴᴢỌᴋ ᴋ  queue 

⁪ᶪ  queue  Plug and Play device object .  

ẕ  control device objects ⁪ᵌ ⱱ Plug and Play device stack ề , ☼ᶰ

├ᵯ ἢᾃề , ἣ(driver) ḫ Ỵᵁ  KMDF Ṭ⁭ . ỌᴋṬ⁭ אָ , 

′ , ἣ(driver) ḫ ἴ  device object. ẕ Ồ , ḐỌ

ἣᵉ ὁẮẚⱱ  ᵍ. 

₂ᶑ : NdisProt, NonPnP, ↕ Toaster Filter drivers ₁ Ṙ control device 

objects ₂. 

KMDF Object Model ( Ṭ ) 

KMDF ╖ ᴑᴋ ᶰ Ṭ Ẻ . ẚ ᵍ, Ṭ ᶶ

Ẻ ṸẈ ᴷ. ῎ᴋ Ṭ ₁ᴑ methods ↕ property. ἳṇ ⁮ Ṭ ◕, 

ẺḄᶰẮ℗◙ Ṋ event callbacks ₁ Ṭ . The objects 

themselves are opaque to the driver. 

KMDF Ṙᴑᴋ⁮ Ṭ₃  driver Ḵἅ , Ử driver ᴨḄᶰ Ṙ₥ᶴ Ṭ₃

₁ ῏ ἢ. Driver ḫ  events ₁ callbacks KMDF, ᶰ ₁ 

KMDFẚ ᵍῡỌ ╖ ᷄ . ẚḫ  driver ᴨḄᶰ↑Ḏ Ṭᴢ  method ₃℗

◙ ╖ Ṭ ◕, ᶰ ἅ ḙ ᵀἢ. ẕỒ⇔, ᴋ Ṋ KMDF ☼ ề

Ẻ, Ḵᴢ ᴋ  DriverEntry Ẻ, ᴋ ἅ ᵀἢ  callback ₨Ẻ

↕ᴋ⁮Ọṇ ₨Ẻ Ẑ . 

Framework-based  driver ⁪ᵌ Ắ℗ framework Ṭ  instances. DriverẮ

℗ framework Ṭ instancesⁿṇ  handles. Driver  handle ἢ ₭ Ṭ

 method ᵍỬ KMDF  handle ₭ event callbacks ᵍ. Framework Ṭ ⱱ 

framework Ử‖ ᴋ , ᴨ ᶴ ᵌ  Windows object manager ☼ , Ẉ

ᴨᵌ ṭἒ   ObXxx ₨Ẻ☼ . ḐỌ framework Ḵ„ᶰᵷᶴ ẺḄᶰ

◙ ἢ framework Ṭ. Windows Object Manager ᵌ ᶋ  framework 

Ṭ. 

 

Methods, Properties, and Events 

Method ᴋ ₨Ẻ, ṇ₃ ᴋ Ṭ ἅ ἢ. ₂ẫ ◙ἴ ᴋ Ṭ. 

KMDF methods ἳṇᴠ ∏ẏ Method: 

WdfObjectOperation 
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₥ᵍ Object ⸗ᴑ KMDF Ṭᵍ method Ử Operation ᷀ method 

ἢᴑᵙ . ₂₃ ,  WdfDeviceCreate Ṙᴋ  framework device object. 

Properties Ṭ ề ₨Ẻ. ẕỒ properties ╖ ᴑ Ṭ ἅ

. Properties ∏ẏ ẫᴠ: 

WdfObject{Set|Get}Data 

WdfObject{Assign|Retrieve}Data 
 

₥ᵍ Object ╖ᴑ ᴋ  KMDF object ᴢ function ἢ, Ử field ╖ᴑ

function Ắ℗ ◕. ⁮ propertyes Ḅᶰ ἳẙ ℗◙ ᴕ , Ọ⁮ ᵌᴋ╖. 

ⁿṇ Set/Get ∏ẏᶑẺ, ṇⱱḄᶰ ἳẮ℗ Ἃ ףּ . ₥ᵍ Set 

functions ẖ VOID Ử  Get functions Ḵᴢ ẖ Ἃ . Ọ Assign ↕ 

Retrieve ậ function ṇⱱḄᶰẮ℗ Ἃ , ἠ Ḅ ḛ  .ףּ

ᶴ ẖ  NTSTATUS. 

₂ᴷ₃ , WDFINTERRUPT Ṭ ᴋ ᵍ (interrupt) Ṭ. ᵍ Ṭ Ṋ

ᴋ ◕☼ . ◕ ᷀ᴑᵍ  (message-signaled ◙ IRQ-baed) ↕

₁ . ἣḄᶰ↑Ḏ WdfInterruptGetInfo method ẖᵍ אָ . : 

ἣ ᴋ ᵍ Ṭ⁪ ╖ ├ ṹιᾺᵍכּ , ◕ ᴑ. ẕỒẚ 

device ἢ ᵍ, driver Ḑ ℗ᵍ Ử כּ ╖ . ἱָא . 

⁭Ṭ(event) Ḅᶰ driver ẚ ἅ (run-time) ḙ ᵸ . Driver Ḅᶰ ᶴ

 event ᶽ callbacks.  event Ṇ , framework Ỵ ↑Ḏ  callback, 

ᴋ  handle ᶽ  event Ṭ. ₂₃ , ἣ ₁ᴑ ejection ᷄ , 

Ử driver ᴨ ᶽᴑ EvtDeviceEject callback routine,  Plug and Play manager

᷀ᴑ IRP_MN_EJECT request , KMDF ↑Ḏ EvtDeviceEject  routine. 

ᴑ, ẫꞈ ᵌᶍ  ejected, ′ ἣ ᵌ  callback. 

ⱱ ả  events ₃ , driver Ḅᶰ ₁Ỵᵁ  callback routine ◙  

KMDF ἅ ἅ ₃  events , ἠ ⱱᵿ  event, 

driver ḫ ₁  callback. ò ᷃ᴋ  eventò ᴋ ₂ᴷ, ῎ᴋ  Plug 

and Play driver ḫ ₁  callback ₃  event. Driver  

EvtDriverDeviceAdd callback Ṙᴑ device object ᶰᵷᴋ ṻ ◕. 

⁮꜡ἇἣḫ Ỵᵁ ╖, ῡ Ṋ KMDF ἣכּ ╖.  

ḏḙ, KMDF events ↕ Kernel-dispatcher  events ᵌẈ . ⱱ  ₁ṇ₃ἢ

Ẉ῍  event, Ẉ῍ ₯ ἢẫ create, wait event ᵌ ṇẚ KMDF events

ᴢ, ἣḐ ᶽ event  callback ⁪ᶪ  KMDF ↑Ḏἣ. ᵩ . 

Ṭ  (Object Hierarchy) 

KMDF Ṭ Ọ ẙ ₃ . ₥ᵍ WDFDRIVER  Ṭ; ₥

Ṭ ḟ ᴷ Ṭ. ả Ṭ Ḅᶰẚ Ṙᵐ , ╖ḟ ᶠ Ṭ. ẫꞈἣῡỌ

╖ , KMDF ἣ  WDFDRIVER ᶠ Ṭ.  
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Figure 1 shows the default KMDF object hierarchy. 

WDFCOLLECTION

WDFKEY

WDFLOOKASIDE

WDFMEMORY

WDFOBJECT

WDFREQUEST (driver-created)

WDFSPINLOCK

WDFSTRING

WDFWAITLOCK

WDFUSBDEVICE

WDFUSBINTERFACE

WDFCHILDLIST

WDFFILEOBJECT

WDFINTERRUPT

WDFIOTARGET

WDFREQUEST (delivered 

from queue)

WDFDRIVER

WDFDEVICE

WDFDMAENABLER

WDFCOMMONBUFFER

WDFTRANSACTION

WDFQUEUE

WDFDPC

WDFTIMER

WDFWORKITEM

WDFWMIINSTANCE

WDFWMIPROVIDER

Predefined

WDFUSBPIPE

WDFIORESREQLIST

WDFIORESLIST

Either can be parent

Default, but driver can 

change to any object

WDFCMRESLIST

 

Figure 1. Parent-Child Relationships among the KMDF Objects 

For each object, the figure shows which other object(s) must be in its parent chain. 
These objects are not necessarily the immediate parent but could be the 
grandparent, great-grandparent, and so forth. For example, the figure shows the 
WDFDEVICE object as parent of the WDFQUEUE object. However, a WDFQUEUE 
object could be the child of a WDFIOTARGET object, which in turn is the child of a 
WDFDEVICE object. Thus, the WDFDEVICE object is in the parent chain for the 
WDFQUEUE object. 

The object hierarchy affects the objectôs lifetime. The parent holds a reference 
count for each child object. When the parent object is deleted, the child objects are 
deleted and their callbacks are invoked in a defined order. For details, see "Object 
Creation and Deletion" later in this paper. 

Table 4 lists all the KMDF object types. 

Table 4. KMDF Object Types 

Object Type Description 

Child list WDFCHILDLIST Represents a list of the child devices for a 
device. 

Collection  WDFCOLLECTION Describes a list of similar objects, such as 
resources or the devices for which a filter 
driver filters requests. 

Device WDFDEVICE Represents an instance of a device. A driver 
typically has one WDFDEVICE object for 
each device that it controls.  

DMA common 
buffer 

WDFCOMMONBUFFER Represents a buffer that can be accessed 
by both the device and the driver to perform 
DMA. 
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Object Type Description 

DMA enabler WDFDMAENABLER Enables a driver to use DMA. A driver that 
handles device I/O operations has one 
WDFDMAENABLER object for each DMA 
channel within the device.  

DMA transaction WDFDMATRANSACTION Represents a single DMA transaction.  

Deferred 
procedure call 
(DPC) 

WDFDPC Represents a deferred procedure call. 

Driver WDFDRIVER Represents the driver itself and maintains 
information about the driver, such as its 
entry points. Every driver has one 
WDFDRIVER object. 

File WDFFILEOBJECT Represents a file object through which 
external drivers or applications can access 
the device. 

Generic object WDFOBJECT Represents a generic object for use as the 
driver requires. 

I/O queue WDFQUEUE Represents an I/O queue. A driver can have 
any number of WDFIOQUEUE objects.  

I/O request WDFREQUEST Represents a request for device I/O.  

I/O target  WDFIOTARGET Represents a device stack to which the 
driver is forwarding an I/O request.  

Interrupt  WDFINTERRUPT Represents a deviceôs interrupt object. Any 
driver that handles device interrupts has one 
WDFINTERRUPT object for each IRQ or 
message-signaled interrupt (MSI) that the 
device can trigger. 

Look-aside list WDFLOOKASIDE Represents a dynamically sized list of 
identical buffers that are allocated from the 
paged or nonpaged pool. Both the 
WDFLOOKASIDE object and its component 
memory buffers can have attributes, as 

described in "Object Attributes" later in this 

paper.   

Memory WDFMEMORY Represents memory that the driver uses, 
typically an input or output buffer that is 
associated with an I/O request.  

Registry key WDFKEY Represents a registry key. 

Resource list WDFCMRESLIST Represents the list of resources that have 
actually been assigned to the device. 

Resource range 
list 

WDFIORESLIST Represents a possible configuration for a 
device.  

Resource 
requirements list 

WDFIORESREQLIST Represents a set of I/O resource lists, which 
comprises all possible configurations for the 
device. Each element of the list is a 
WDFIORESLIST object. 

String WDFSTRING Represents a counted Unicode string. 

Synchronization: 
spin lock 

WDFSPINLOCK Represents a spin lock, which synchronizes 
access to data DISPATCH_LEVEL. 

Synchronization: 
wait lock 

WDFWAITLOCK Represents a wait lock, which synchronizes 
access to data at PASSIVE_LEVEL. 

Timer WDFTIMER Represents a timer that fires either once or 
periodically and causes a callback routine to 
run. 

USB device WDFUSBDEVICE Represents a USB device. 
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Object Type Description 

USB interface WDFUSBINTERFACE Represents an interface on a USB device. 

USB pipe WDFUSBPIPE Represents a pipe in a USB interface. 

Windows 
Management 
Instrumentation 
(WMI) instance 

WDFWMIINSTANCE Represents an individual WMI data block 
that is associated with a particular provider. 

WMI provider WDFWMIPROVIDER Represents the schema for WMI data blocks 
that the driver provides. 

Work item WDFWORKITEM Represents a work item, which runs in a 
system thread at PASSIVE_LEVEL. 

 

Object Attributes 

Every KMDF object is associated with a set of attributes. The attributes define 
information that KMDF requires for objects, as listed in Table 5. 

Table 5. KMDF Object Attributes 

Field Description 

ContextSizeOverride Size of the context area; overrides the value in 
ContextTypeInfo->ContextSize. Useful for context areas that 

have variable sizes. 

ContextTypeInfo Pointer to the type information for the object context area. 

EvtCleanupCallback Pointer to a callback routine that is invoked to clean up the object 
before it is deleted; the object might still have references. 

EvtDestroyCallback Pointer to a callback routine that is invoked when the reference 
count reaches zero for an object that is marked for deletion. 

ExecutionLevel Maximum interrupt request level (IRQL) at which KMDF can 
invoke certain object callbacks. 

ParentObject Handle to the objectôs parent. 

Size Size of the object. 

SynchronizationScope Level at which certain callbacks for this object are synchronized; 
applies only to driver, device, and file objects. 

 

The framework supplies defaults for most attributes. A driver can override these 
defaults when it creates the object by using the WDF_OBJECT_ATTRIBUTES_INIT 
function. 

Object Context 

Every instance of a KMDF object can have one or more object context areas. This 
area is a driver-defined storage area for data that is related to a specific instance of 
an object, such as a driver-allocated lock or event for the object. The size and 
layout of the object context area are determined by the driver. When the driver 
creates the object, it initializes the context area and specifies its size and type. The 
driver can create additional context areas after the object has been created. For a 
KMDF device object, the object context area is the equivalent of the WDM device 
extension. 

When KMDF creates the object, it allocates memory for the context areas from the 
nonpaged pool and initializes them according to the driverôs specifications. When 
KMDF deletes the object, it deletes the context areas, too. The framework provides 
macros to associate a type and a name with the context area and to create a 
named accessor function that returns a pointer to the context area. 

If you are familiar with WDM, this design might seem unnecessarily complicated. 
However, it provides flexibility in attaching information to I/O requests as they flow 
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through the driver. In addition, it enables different libraries to have their own 
separate context for an object. For example, an IEEE 1394 library could track a 
WDFDEVICE object at the same time that the deviceôs function driver tracks it, but 
with separate contexts. Within a driver, the context area enables a design pattern 
that is similar to inheritance. If the driver uses a request for several different tasks, 
the request object can have a separate context area to each task. Functions that 
are related to a specific task can access their own contexts and do not require any 
information about the existence or contents of any other contexts. 

Object Creation and Deletion 

To create an object, KMDF: 

¶ Allocates memory from the nonpaged pool for the object and its context 
areas. 

¶ Initializes the objectôs attributes with default values and the driverôs 
specifications (if any). 

¶ Zeroes the objectôs context areas. 

¶ Configures the object by storing pointers to its event callbacks and setting 
other object-specific characteristics. 

 

If object initialization fails, KMDF deletes the object and any children that have 
already been created. 

To initialize object attributes and configuration structures, a driver invokes KMDF 
initialization functions before it calls the object-creation methods. KMDF uses the 
initialized attributes and structures when it creates the object. 

KMDF maintains a reference count for each object and ensures that the object 
persists until all references to it have been released. If the driver explicitly deletes 
an object (by calling a deletion method), KMDF marks the object for deletion but 
does not physically delete it until its reference count reaches zero.  

Drivers do not typically take out references on the objects that they create, but in 
some cases (such as when escaping directly to WDM) such references are 
necessary to ensure that the objectôs handle remains valid. For example, a driver 
that sends asynchronous I/O requests might take out a reference on the request 
object to guard against race conditions during cancellation. Before the request 
object can be deleted, the driver must release this reference. 

Object deletion starts from the object farthest from the parent and works up the 
object hierarchy towards the root. KMDF takes the following steps to delete an 
object: 

1. Starting with the child object farthest from the parent, calls the objectôs 
EvtCleanupCallback. In this routine, drivers should perform any clean-up tasks 
that must be done before the objectôs parent is deleted. Such tasks might 
include releasing explicit references on the object or a parent object. Note that 
when the EvtCleanupCallback function runs, the objectôs children still exist, 
even though their EvtCleanupCallback functions have already been invoked. 

2. When the objectôs reference count reaches zero, calls the objectôs 
EvtDestroyCallback, if the driver has registered one. 

3. Deallocates the memory that was allocated to the object and its context area. 
 

KMDF always calls the EvtCleanupCallback routines of child objects before calling 
those of their parent objects, so drivers are guaranteed that the parent object still 
exists when a childôs EvtCleaupCallback routine runs. This guarantee does not 



- 16 

September 12, 2006 
©  2006 Microsoft Corporation. All rights reserved. 

apply to EvtDestroyCallbacks, however; KMDF can call the EvtDestroyCallback 
routines in any order, so that the EvtDestroyCallback for a parent might be called 
before that of one of its children. 

Drivers can change the parent of most KMDF objects by setting the ParentObject 
attribute. By setting the parent/child relationships appropriately, a driver can avoid 
taking out explicit references on related objects and can instead use the hierarchy 
and the associated callbacks to manage the objectôs lifetime. 

KMDF I/O Model 

KMDF establishes its own dispatch routines that intercept all IRPs that are sent to 
the driver. 

Figure 2 shows the overall flow of I/O through the KMDF library and driver. For a 
detailed explanation, see "I/O Request Flow in WDF Kernel-Mode Drivers", which is 
listed in the Resources section. 
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Figure 2. KMDF I/O Flow 

When an IRP arrives, KMDF directs it to one of the following components for 
processing: 

¶ I/O request handler, which handles requests that involve device I/O. 

¶ Plug and Play/power request handler, which handles Plug and Play and 
power requests (IRP_MJ_PNP and IRP_MJ_POWER requests) and 
notifies other components of changes in device status. 

¶ WMI handler, which handles WMI and event-tracing requests 
(IRP_MJ_SYSTEM_CONTROL requests). 

 

Each component takes one or more of the following actions for each request: 

¶ Raising one or more events to the driver. 

¶ Forwarding the request to another internal handler or I/O target for further 
processing. 

¶ Completing the request based on its own action. 




