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'The PCIDRV sample supports the Intel EL00B NIC card. The WDM and KMDF versions are functionally
equivalent.

2The Serial sample supports a serial device. In this case, the WDM sample supports a multiport device,
but the KMDF sample supports only a single port. However, the statistics for the WDM driver do not
include code, locks, or variables that are required solely to support multiport devices, so the statistics
are comparable.

*The OSRUSBFX2 sample supports the USB-FX2 board built by OSR. The WDM and KMDF versions
are functionally equivalent. The WDM version is available at http://www.osronline.com.
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Figure 1 shows the default KMDF object hierarchy.

WDFCOLLECTION
WDFKEY
WDFLOOKASIDE
WDFMEMORY
WDFOBJECT
WDFREQUEST (driver-created)
WDFSPINLOCK
WDFSTRING
WDFWAITLOCK

WDFUSBDEVICE

‘ WDFUSBINTERFACE ‘

WDFCMRESLIST

WDFDRIVER

WDFDMAENABLER

WDFIORESREQLIST

WDFIORESLIST

EVICE WDFQUEUE

N . :
\\\ I
.. | WDFDPC

WDFTIMER
WDFWORKITEM

WDFWMIPROVIDER

WDFCOMMONBUFFER
WDFTRANSACTION

WDFWMIINSTANCE

WDFUSBPIPE

WDFCHILDLIST
WDFFILEOBJECT
WDFINTERRUPT
WDFIOTARGET
WDFREQUEST (delivered
from queue)

——» Predefined

Default, but driver can
change to any object

—--—-% Either can be parent

Figure 1. Parent-Child Relationships among the KMDF Objects

For each object, the figure shows which other object(s) must be in its parent chain.
These objects are not necessarily the immediate parent but could be the
grandparent, great-grandparent, and so forth. For example, the figure shows the
WDFDEVICE object as parent of the WDFQUEUE object. However, a WDFQUEUE
object could be the child of a WDFIOTARGET object, which in turn is the child of a
WDFDEVICE object. Thus, the WDFDEVICE object is in the parent chain for the

WDFQUEUE object.

Theobject hierarchy

a f f The garent hollsea refekepce c t 6 s

count for each child object. When the parent object is deleted, the child objects are
deleted and their callbacks are invoked in a defined order. For details, see "Object

Creation and Deletion" later in this paper.

Table 4 lists all the KMDF object types.
Table 4. KMDF Object Types

Object Type Description

Child list WDFCHILDLIST Represents a list of the child devices for a
device.

Collection WDFCOLLECTION Describes a list of similar objects, such as
resources or the devices for which a filter
driver filters requests.

Device WDFDEVICE Represents an instance of a device. A driver
typically has one WDFDEVICE object for
each device that it controls.

DMA common WDFCOMMONBUFFER Represents a buffer that can be accessed

buffer by both the device and the driver to perform
DMA.

September 12, 2006
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Object Type Description

DMA enabler WDFDMAENABLER Enables a driver to use DMA. A driver that
handles device 1/O operations has one
WDFDMAENABLER object for each DMA
channel within the device.

DMA transaction | WDFDMATRANSACTION | Represents a single DMA transaction.

Deferred WDFDPC Represents a deferred procedure call.

procedure call

(DPC)

Driver WDFDRIVER Represents the driver itself and maintains
information about the driver, such as its
entry points. Every driver has one
WDFDRIVER object.

File WDFFILEOBJECT Represents a file object through which

external drivers or applications can access
the device.

Generic object WDFOBJECT Represents a generic object for use as the
driver requires.

1/0 queue WDFQUEUE Represents an 1/O queue. A driver can have
any number of WDFIOQUEUE objects.

1/0 request WDFREQUEST Represents a request for device /0.

1/0 target WDFIOTARGET Represents a device stack to which the
driver is forwarding an 1/O request.

Interrupt WDFINTERRUPT Represents a deviceods

driver that handles device interrupts has one
WDFINTERRUPT object for each IRQ or
message-signaled interrupt (MSI) that the
device can trigger.

Look-aside list

WDFLOOKASIDE

Represents a dynamically sized list of
identical buffers that are allocated from the
paged or nonpaged pool. Both the
WDFLOOKASIDE object and its component
memory buffers can have attributes, as
described in "Object Attributes" later in this
paper.

Memory WDFMEMORY Represents memory that the driver uses,
typically an input or output buffer that is
associated with an 1/O request.

Registry key WDFKEY Represents a registry key.

Resource list WDFCMRESLIST Represents the list of resources that have

actually been assigned to the device.

Resource range
list

WDFIORESLIST

Represents a possible configuration for a
device.

Resource
requirements list

WDFIORESREQLIST

Represents a set of I/O resource lists, which
comprises all possible configurations for the
device. Each element of the list is a
WDFIORESLIST object.

String WDFSTRING Represents a counted Unicode string.
Synchronization: [ WDFSPINLOCK Represents a spin lock, which synchronizes
spin lock access to data DISPATCH_LEVEL.
Synchronization: [ WDFWAITLOCK Represents a wait lock, which synchronizes
wait lock access to data at PASSIVE_LEVEL.

Timer WDFTIMER Represents a timer that fires either once or
periodically and causes a callback routine to
run.

USB device WDFUSBDEVICE Represents a USB device.

September 12, 2006
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Object Type Description

USB interface WDFUSBINTERFACE Represents an interface on a USB device.

USB pipe WDFUSBPIPE Represents a pipe in a USB interface.

Windows WDFWMIINSTANCE Represents an individual WMI data block

Management that is associated with a particular provider.

Instrumentation

(WMI) instance

WMI provider WDFWMIPROVIDER Represents the schema for WMI data blocks
that the driver provides.

Work item WDFWORKITEM Represents a work item, which runs in a
system thread at PASSIVE_LEVEL.

Object Attributes

Every KMDF object is associated with a set of attributes. The attributes define
information that KMDF requires for objects, as listed in Table 5.

Table 5. KMDF Object Attributes

Field Description

ContextSizeOverride Size of the context area; overrides the value in
ContextTypelnfo->ContextSize. Useful for context areas that
have variable sizes.

ContextTypelnfo Pointer to the type information for the object context area.

EvtCleanupCallback Pointer to a callback routine that is invoked to clean up the object
before it is deleted; the object might still have references.

EvtDestroyCallback Pointer to a callback routine that is invoked when the reference
count reaches zero for an object that is marked for deletion.

ExecutionLevel Maximum interrupt request level (IRQL) at which KMDF can
invoke certain object callbacks.

ParentObject Handl e to the objectds parent.

Size Size of the object.

SynchronizationScope | Level at which certain callbacks for this object are synchronized;
applies only to driver, device, and file objects.

The framework supplies defaults for most attributes. A driver can override these
defaults when it creates the object by using the WDF_OBJECT_ATTRIBUTES_INIT
function.

Object Context

Every instance of a KMDF object can have one or more object context areas. This
area is a driver-defined storage area for data that is related to a specific instance of
an object, such as a driver-allocated lock or event for the object. The size and
layout of the object context area are determined by the driver. When the driver
creates the object, it initializes the context area and specifies its size and type. The
driver can create additional context areas after the object has been created. For a
KMDF device object, the object context area is the equivalent of the WDM device
extension.

When KMDF creates the object, it allocates memory for the context areas from the

nonpaged pool and initializesthemaccor ding to the driverés specific
KMDF deletes the object, it deletes the context areas, too. The framework provides

macros to associate a type and a name with the context area and to create a

named accessor function that returns a pointer to the context area.

If you are familiar with WDM, this design might seem unnecessarily complicated.
However, it provides flexibility in attaching information to 1/0 requests as they flow
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through the driver. In addition, it enables different libraries to have their own
separate context for an object. For example, an IEEE 1394 library could track a

WDFDEVI CE object at the same time that the devicebd

with separate contexts. Within a driver, the context area enables a design pattern
that is similar to inheritance. If the driver uses a request for several different tasks,
the request object can have a separate context area to each task. Functions that
are related to a specific task can access their own contexts and do not require any
information about the existence or contents of any other contexts.

Object Creation and Deletion
To create an object, KMDF:

1 Allocates memory from the nonpaged pool for the object and its context
areas.

1 Initializest he obj ectwithdaft awli buv&lsues and the driverd

specifications (if any).

1 Zeroest he objectbds context areas

1 Configures the object by storing pointers to its event callbacks and setting
other object-specific characteristics.

If object initialization fails, KMDF deletes the object and any children that have
already been created.

To initialize object attributes and configuration structures, a driver invokes KMDF
initialization functions before it calls the object-creation methods. KMDF uses the
initialized attributes and structures when it creates the object.

KMDF maintains a reference count for each object and ensures that the object
persists until all references to it have been released. If the driver explicitly deletes
an object (by calling a deletion method), KMDF marks the object for deletion but
does not physically delete it until its reference count reaches zero.

Drivers do not typically take out references on the objects that they create, but in
some cases (such as when escaping directly to WDM) such references are

necessary to ensure that t . Here@hpglecadtvers handl e r emai

that sends asynchronous I/O requests might take out a reference on the request
object to guard against race conditions during cancellation. Before the request
object can be deleted, the driver must release this reference.

Object deletion starts from the object farthest from the parent and works up the
object hierarchy towards the root. KMDF takes the following steps to delete an
object:

1. Starting with the child object farthest from the parent,cal | s t he obj ectés
EvtCleanupCallback. In this routine, drivers should perform any clean-up tasks
that must be done before the objectds parent i
include releasing explicit references on the object or a parent object. Note that
when the EvtCleanupCallback functionruns,theobj ect 6s chi l dren still
even though their EvtCleanupCallback functions have already been invoked.

2. When the objectds reference count reaches zero
EvtDestroyCallback, if the driver has registered one.

3. Deallocates the memory that was allocated to the object and its context area.
KMDF always calls the EvtCleanupCallback routines of child objects before calling

those of their parent objects, so drivers are guaranteed that the parent object still
exists wh en avtCldaupCalldack routine runs. This guarantee does not
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apply to EvtDestroyCallbacks, however; KMDF can call the EvtDestroyCallback
routines in any order, so that the EvtDestroyCallback for a parent might be called
before that of one of its children.

Drivers can change the parent of most KMDF objects by setting the ParentObject
attribute. By setting the parent/child relationships appropriately, a driver can avoid
taking out explicit references on related objects and can instead use the hierarchy
and the associated callbacks to manage the o b | elifetines

KMDF I/O Model

KMDF establishes its own dispatch routines that intercept all IRPs that are sent to
the driver.

Figure 2 shows the overall flow of I/O through the KMDF library and driver. For a
detailed explanation, see "I/O Request Flow in WDF Kernel-Mode Drivers", which is
listed in the Resources section.
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When an IRP arrives, KMDF directs it to one of the following components for
processing:

Figure 2. KMDF 1/O Flow

1 1/O request handler, which handles requests that involve device I/0O.

1 Plug and Play/power request handler, which handles Plug and Play and
power requests (IRP_MJ_PNP and IRP_MJ_POWER requests) and
notifies other components of changes in device status.

1  WMI handler, which handles WMI and event-tracing requests
(IRP_MJ_SYSTEM_CONTROL requests).
Each component takes one or more of the following actions for each request:
1 Raising one or more events to the driver.

1 Forwarding the request to another internal handler or I/O target for further
processing.

1 Completing the request based on its own action.
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